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New Account Opening under the Code of Conduct

On 12 July 2018, the Securities and Futures Commission (SFC) announced a review of the account opening and know
your client (KYC) procedures prescribed under paragraph 5.1 of the Code of Conduct for Persons Licensed by or
Registered with the Securities and Futures Commission (Code of Conduct), the primary non-statutory code which
governs all SFC licensed or registered persons. The SFC issued a number of circulars on 28 June 2019 announcing
an amendment to paragraph 5.1, which took effect on 5 July 2019.

Prior to the amendment, paragraph 5.1 imposed a high standard of KYC requirements for non-face-to-face account
openings. Where the account opening documents were not executed face-to-face, the signing of the relevant
agreement with the client (Client Agreement) and the sighting of identity documents had to be certified by a SFC
licensed or registered person or other permitted individuals such as “professional persons” (which included a branch
manager of a bank, certified public accountant, lawyer or notary public). As an alternative measure, individual clients
could be verified if, amongst other procedural requirements, he or she sent a physical copy of the Client Agreement
and copies of identify documents to the intermediary, along with a cheque of not less than HK$10,000 issued by the
client which had the same signature as that of the signed Client Agreement and was drawn on the client’s account
with a licensed bank in Hong Kong (Designated Bank Account). On 12 July 2018, the SFC published a circular
confirming that intermediaries could also onboard overseas clients online through a copy of the Client Agreement
signed by way of an electronic signature, together with (amongst other requirements) a successful transfer of at least
HK$10,000 from a Designated Bank Account to the intermediary’s bank account. The requirement for a Designated
Bank Account meant that clients had to open a bank account in Hong Kong. This was particularly burdensome for
overseas clients with no base operations in the jurisdiction.

Following the SFC’s review, the prescribed procedural steps have now been edited out from paragraph 5.1.
Acceptable procedures are now published and periodically updated on the SFC website (www.sfc.hk) and are
supplemented by a set of frequently asked questions (FAQs). Currently acceptable procedures will remain applicable,
but the threshold for verification has been lowered somewhat by the SFC. An additional means of onboarding overseas
individual clients is now permissible, whereby clients may be onboarded by way of an electronically signed Client
Agreement and a cheque of HK$10,000 opened with a regulated bank in an eligible jurisdiction (Designated Overseas
Bank Account), subject to the implementation of certain client verification processes and technologies and other
training and record keeping requirements. As of the date of this Oversight, there are 16 eligible jurisdictions, namely
Australia, Austria, Belgium, Canada, Ireland, Israel, Italy, Malaysia, Norway, Portugal, Singapore, Spain, Sweden,
Switzerland, the United Kingdom and the United States.

While intermediaries are likely to welcome this new development, it is arguable that the newly prescribed methods do
not adequately address the practical difficulties intermediaries face when onboarding overseas clients. This edition of
Oversight focuses on the procedural updates under the Code of Conduct and the practical implications on
intermediaries.


http://www.sfc.hk/

The Code of Conduct is a code issued by the SFC and is the primary non-statutory code which governs all persons
licensed or registered with the SFC. This includes entities as well as individuals engaging in Securities and Futures
Ordinance (SFO) related activities.

The new paragraph 5.1 of the Code of Conduct stipulates the general KYC requirements involved in onboarding clients.
It requires all persons licensed or registered with the SFC to take all reasonable steps to establish the clients’ true and
full identity, and to ascertain each client's financial situation, investment experience, and investment objectives. Where
an account opening procedure other than a face-to-face approach is used, it should be one that satisfactorily ensures
the identity of the client.

The old paragraph 5.1 of the Code of Conduct was more prescriptive and detailed. Prior to the amendment, it
prescribed two account opening procedures in cases of overseas clients who are unable to execute account opening
documents with an employee of the intermediary.

In a non-face-to-face context, the previous paragraph 5.1 provided for certification of the signing of the Client
Agreement and sighting of related identity documents by another intermediary or their affiliate, a Justice of the Peace,
or a “professional person” such as a branch manager of a bank, certified public accountant, lawyer or notary public.

The SFC had repeatedly discouraged intermediaries from appointing affiliates for certification purposes which are not
regulated financial institutions. Please see the circular titled “Circular concerning Know Your Client and Account
Opening Procedures” dated 12 May 2015 and circular titled “Advisory circular to intermediaries — Client identity
verification in account opening process” dated 24 October 2016. Both circulars have since been superseded by the
circular regarding KYC procedure updates titled “Circular to intermediaries — Amendments to paragraph 5.1 of the
Code of Conduct’ published by the SFC on 28 June 2019. Intermediaries are ultimately responsible for ensuring that
affiliates have implemented the proper procedures for certification.

Certification services that are recognised by the Electronic Transactions Ordinance (ETO), such as the certification
services available from the Hongkong Post, could also be employed.

The SFC later confirmed that the use of certification authorities outside Hong Kong, whose electronic signature
certificates have obtained mutual recognition status accepted by the Hong Kong government, could also be accepted
for client identity verification. This was set out in the circular mentioned above titled “Advisory circular to intermediaries
— Client identity verification in account opening process” dated 24 October 2016, which has since been superseded.

Alternatively, the identity of a non-corporate client could be properly verified if the following procedural steps were
taken:

¢ the intermediary obtained a signed physical copy of the Client Agreement from the new client, together with a
copy of the client’s identity document (identity card or relevant sections of the client’s passport) for verification
of the client’s signature and identity;

e the intermediary obtained and encashed a cheque, in an amount not less than HK$10,000 and bearing the
client’'s name as shown in his identity document, issued by the new client and drawn on the client’s account
with a licensed bank in Hong Kong;

o the signature on the cheque issued by the client and the signature on the Client Agreement were the same;

o the client was informed (in the Client Agreement or by way of a notice) of this account opening procedure and
the conditions imposed, in particular the condition that the new account was not be activated until the cheque
had been cleared; and

e proper records were kept by the intermediary to demonstrate that the client identification procedures had been
followed satisfactorily.



Further to the Certification and Mail Verification procedures, which were set out under the old paragraph 5.1, the SFC
clarified by way of a circular titled “Circular to intermediaries — Online client onboarding” on 12 July 2018 that the
following Online Onboarding procedure was also acceptable:

o theintermediary obtained a Client Agreement which was signed by the client by way of an electronic signature,
together with the usual identity documents required under the prescribed Mail Verification procedure.

The SFC adopted the wide definition of “electronic signature” under the ETO to mean any letters, characters,
numbers or other symbols in digital form attached to or logically associated with an electronic record, and
executed or adopted for the purpose of authenticating or approving the electronic record.

e the client successfully transferred an initial deposit of not less than HK$10,000 from a Designated Bank
Account in the client’s name to the intermediary’s bank account. Where the intermediary did not receive
sufficient information about the transferor from its receiving bank, it was expected to obtain satisfactory
evidence from the client to confirm that the transfer was indeed made from the client’s bank account. Multiple
Designated Bank Accounts could be separately verified in this manner;

o the intermediary conducted all future deposits and withdrawals for the client’s trading account through the
Designated Bank Account(s) only; and

e the intermediary maintained proper records of the account opening process for each client which had to be
readily accessible for compliance checking and audit purposes.

Compared to the Mail Verification method, intermediaries were not required to obtain a physical copy of the Client
Agreement or a cheque. The procedure was intended to streamline client verification but arguably did not address the
practical difficulties clients face in opening a bank account in Hong Kong.

On 28 June 2019, the SFC published two circulars titled “Amendments to paragraph 5.1 of the Code of Conduct’ and
“Remote onboarding of overseas individual clients” announcing an amendment to paragraph 5.1 of the Code of
Conduct (Circulars). The amendments took effect on 5 July 2019.

The intention of the SFC in the Circulars is to offer more flexibility and efficiency for client onboarding without
comprising the intermediaries’ KYC obligations under paragraph 5.1 of the Code of Conduct, particularly in light of the
increasing popularity of electronic transactions and financial technology (fintech) as well as the general transition of
other business activities to online platforms.

The general requirement for all intermediaries to take all reasonable steps to establish the identity, background and
investment objective of their clients is retained. However, the Certification and Mail Verification procedures previously
prescribed under paragraph 5.1 has been removed in favour of a designated webpage maintained by the SFC
(Webpage) and supplemented by a set of frequently asked questions (FAQs). The Webpage and the FAQs will
supersede previous circulars published by the SFC regarding KYC and account opening. Updates to acceptable
account opening procedures will be announced by the SFC by way of circulars and publication on the Webpage. This
is convenient for the SFC — it can change those at will.

Currently, the Webpage includes all three methods — namely Certification, Mail Verification and Online Onboarding —
previously prescribed by the SFC as being acceptable means of client onboarding and as described above. Generally
speaking, those methods remain unchanged under the updated regime, save for Certification. The FAQs also provide
clarification on a number of matters relating to both Certification and Online Onboarding methods.

In relation to the Certification method as described above in this Oversight, the list of examples of “professional
persons” eligible for certifying the signing of Client Agreements and sighting of identity documents has been expanded
to include chartered secretaries. Otherwise this archaic list remains unchanged. A chartered secretary refers to a
person who is a current full member of the Institute of Chartered Secretaries and Administrators or its designated



divisions. The amendment is consistent with an update to the SFC’s Guideline on Anti-Money Laundering and
Counter-Financing of Terrorism (For Licensed Corporations). While it widens the scope of professionals eligible to
assist intermediaries in their certification and onboarding procedures, it is unlikely to bring about a significant alleviation
of the burden on intermediaries.

However, the SFC has also clarified in the FAQs that third party certification will not be necessary where the
intermediary meets with the client outside of the office and witnesses the client’s execution of the Client Agreement.
The SFC says that intermediaries should satisfy themselves as to the authenticity of the contact information provided
by the client. In addition, where the face-to-face meeting and signing was conducted overseas, the intermediary should
ensure that it is not in breach of any relevant overseas regulations.

Where the client resides overseas, the SFC says that certification may also be conducted by the local branch of the
intermediary’s parent, provided that the branch is a regulated financial institution and certification is permissible under
local jurisdiction. The branch must also maintain appropriate account opening procedures. The intermediary should
also ensure that its covering correspondence specifically directs the client's attention to the appropriate risk disclosure
statements, and it should provide contact details of the branch as well as confirm the identity of the persons with whom
the client may have contact.

An overseas broker who is not an affiliate of the intermediary may not conduct certification on behalf of that
intermediary.

As part of the Online Onboarding procedure, a Client Agreement may be signed by way of an electronic signature. In
the FAQs, the SFC clarifies that it is generally not necessary for a client to obtain a certificate before such electronic
execution, unless required by an intermediary which is relying on the Certification method for client onboarding.

The Webpage now provides for an additional means to remotely onboard overseas individual clients (Remote
Onboarding). The SFC requires all of the below procedural steps to be taken before Remote Onboarding may be
completed:

The intermediary must:

e Access the embedded data in the client’s official identification document (ID Document) such as a biometric
passport or an identity card, or obtain an electronic copy of the relevant sections of the ID Document, including
a high-quality photograph of the client.

e Authenticate the ID Document through, for instance, checking the security features of the ID Document or
verifying the data against a reliable and independent source. By way of example, in the case of a biometric
passport, intermediaries may obtain a searchable scan of the data page and check the data against the client’s
personal information stored in a chip in the passport.

e Obtain prior consent and authorisation from the client and ensure confidentiality protection measures are in
place before engaging third parties to carry out account opening procedures.

The intermediary should then:

e Match the authenticated data obtained from the ID Document authentication process against the client’s
biometric data. For instance, the client’s facial image may be captured in real time and checked against a
passport photograph using facial recognition technology or other recognised technologies. In this regard the
SFC has referred to the ISO/IEC 19795 (Biometric performance testing and reporting) and ISO/IEC 30107



(Biometric presentation attack detection) for intermediaries to evaluate whether certain technology is
satisfactory for verification purposes.

e Implement safeguards to protect the client’s biometric data against presentation attacks such as biometric
spoofing. Examples of safeguards suggested by the SFC include liveness detection, which analyses a data
subject’s anatomical characteristics and reactions to determine if the data is indeed obtained from a living
subject present at the point of capture.

Execution of Client Agreements
The intermediary should obtain a Client Agreement signed by the client by way of an electronic signature.

Designated Overseas Bank Accounts
The intermediary should:

e Secure a successful transfer of an initial deposit of not less than HK$10,000 (or an equivalent amount in other
currencies) from a Designated Overseas Bank Account in the client’s name to the intermediary’s bank account.

Similarly to the Online Onboarding procedures above, where the intermediary does not receive sufficient
information about the transferor from its receiving bank, it should obtain satisfactory evidence from the client
to confirm that the transfer was indeed made from the client’s bank account.

The list of eligible jurisdictions for Designated Overseas Bank Accounts has been set out above. The list is
available on the SFC’s website and may be updated from time to time by the SFC. Any removal of a jurisdiction
from the list does not have retrospective effect, and whilst a client’'s bank accounts should be located in an
eligible jurisdiction, the client is not required to reside there.

e Only allow future deposits and withdrawals for the client’s investment account through the Designated
Overseas Bank Account. More than one account may be designated provided that each individual account
has been verified by way of a successful transfer. Consolidated multicurrency accounts may be verified by
way of a transfer in any single currency.

Record keeping

Intermediaries should maintain proper records for each client’s account opening process and these should be readily
accessible for compliance checking and audit purposes.

Training

Intermediaries should ensure that staff responsible for online onboarding have received adequate training and possess
sufficient knowledge and skills to perform and oversee the relevant procedures.

Assessment
The intermediary should:

e Conduct a comprehensive assessment of the process adopted for Remote Onboarding prior to implementation
and at least once a year thereafter. The pre-implementation assessment should be performed by independent
assessors.

e Ensure that the scope includes an assessment of the processes and technologies adopted for Remote
Onboarding, the effectiveness of the assessment process and the implementation of subsequent
improvements to the intermediary’s internal procedures.



e Prepare an assessment report in each instance which should be available for submission to the SFC upon
request. The report should include the following:

o a detailed description of the onboarding processes and technologies adopted;
o details of the assessment performed including the methodology and scope of work;

o a confirmation (with appropriate justification) that the adopted processes and technologies are
appropriate and effective for establishing the true identities of clients;

o an explanation of any potential limits of the assessment and the adopted processes and technologies,
including the representativeness, quality and demographic diversity of the data used for assessment,
the technologies’ performance based on relevant parameters, and any material difference in
performance when handling client groups with different physical characteristics (such as age, gender
and race); and

o any recommendations for improvement and the management’s responses to such recommendations,
including a timeframe for implementing the improvements, where applicable.

Aside from regular assessments and reviews of the adopted processes and technologies, the SFC states that
intermediaries should remain vigilant and cease the usage of any technologies immediately if any vulnerability to cyber-
attacks comes to light. The primary responsibility of proper implementation of the above procedures falls on the senior
management of intermediaries, such as the relevant Managers-In-Charge.

What are the practical implications for intermediaries and their clients?

The latest amendment to the Code of Conduct allows in a limited fashion slightly more innovative means of client
verification, in recognition of the increasing reliance on online services and the fast-developing fintech industry.

The SFC, along with regulators from other jurisdictions, has been tasked with balancing the need for evolving risk
management policies to meet market conditions against safeguarding the integrity of client verification procedures.
The previous client onboarding procedures prescribed by the SFC have long been criticised by interest groups and
financial bodies as being archaic. In particular, during a consultation conducted by the SFC on corresponding client
onboarding procedures under the Guideline on Anti-Money Laundering and Counter-Terrorist Financing and the
Prevention of Money Laundering and Terrorist Financing Guidelines issued by the Securities and Futures Commission
for Associated Entities (AML Guidelines), the Financial Services Development Council (FSDC) published a paper in
August 2018 criticising the onerous procedures as being overly bureaucratic. In particular, the FSDC urged the SFC
to not only update the AML Guidelines, but also to revise paragraph 5.1 of the Code of Conduct in order to standardise
KYC procedures. For instance, the FSDC suggested that the list of “professional persons” eligible for undertaking
certification should be aligned with the AML Guidelines to include auditors, trust or company service providers and tax
advisors based in Hong Kong or in an equivalent jurisdiction. The SFC has however ultimately opted to only add
chartered secretaries into the list of examples.

The FSDC also suggested that the list of recognised certifiers be expanded to include unregulated affiliates of an
intermediary which had adequate control systems in place. The SFC has since made clear in its FAQs that any local
branch of an intermediary must also be regulated financial institutions.

On a more positive note, the migration of acceptable client onboarding procedures from the Code of Conduct to the
Webpage provides more flexibility for the SFC in updating acceptable methods in line with what the SFC considers to
be international standards, and avoids the need to consult for an update of the Code of Conduct in every instance.
Intermediaries must therefore stay tuned for updates from the SFC on KYC developments.

The addition of the new Remote Onboarding procedure is, to an extent, a helpful development. In allowing
intermediaries to onboard individual clients without the need to open a bank account locally, individual clients are
spared the cost and time involved in undergoing cumbersome and often time-consuming account opening procedures
with Hong Kong banks (where possible). They are also spared the need to deposit or transfer the prescribed sum
(currently HK$10,000 but subject to review and increase by the SFC) to their Hong Kong account for no commercial
reason other than client onboarding. This at least is helpful.



Practically speaking, however, in order for clients and intermediaries to take advantage of Remote Onboarding,
intermediaries are subject to stringent client identification and verification requirements, as well as ongoing review,
training and record-keeping obligations. Furthermore, the procedure is only applicable to individual clients with
Designated Overseas Bank Accounts in very limited recognised jurisdictions. A number of countries with developed
financial industries, for instance, Japan, France and Germany are excluded. Clients residing in unrecognised
jurisdictions are nonetheless required to open a bank account in Hong Kong (or an overseas eligible jurisdiction).
Smaller or mid-sized intermediaries may also face difficulty in adopting the prerequisite technologies and processes
in authenticating and verifying client ID Documents. The use of more innovative electronic verification technologies
was a suggestion advocated by the FSDC, and while the SFC has to a certain extent acknowledged the need to evolve
with the times in this regard, the usefulness of their prescribed Remote Onboarding procedure is curtailed by onerous
obligations imposed on intermediaries and the new updates fall short of effectively addressing the concerns raised by
the FSDC. As such, while the amendments are a step in the right direction, it is arguable that they do not go far enough
in terms of alleviating the practical burdens intermediaries face in client onboarding.
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Simmons & Simmons navigator is our sector-leading online subscription service, covering key areas of financial services
regulation. Since 2007, Simmons & Simmons navigator has provided cost-effective access to user friendly, comprehensive and
regularly updated information regarding the key regulatory issues in the areas covered by the service. navigator is available through
elexica, our award winning online legal resource, providing secure, 24/7, global access.

= navigator: funds - provides information on the key regulatory issues affecting the marketing and sale of investments in
funds

» navigator: share disclosure - provides information on the key share disclosure requirements and short selling
restrictions

= navigator: derivatives and FX - provides information on restrictions and issues when entering into OTC and exchange-
traded derivatives and FX spot contracts with counterparties, aimed at both the sell and buy side

= navigator: lending - provides information on primary lending, factoring and invoice discounting as well as secondary
market loan activities

= navigator: banking - provides information on deposit taking, foreign exchange trading and payment services

»= navigator: securities - provides information on regulatory issues affecting the distribution of securities, including closed-
ended funds, and

= navigator: corporate finance - provides information on licensing issues relating to corporate finance, M&A and equity
capital market transactions.

= navigator: product tax - provides information on the key aspects of the domestic taxation of individual investors
resident in ten key jurisdictions across Europe, the US and Japan on returns from investing in five common fund types.

elexica.com is the award winning online legal resource of Simmons & Simmons
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